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montsuql MSHMMD VY = > D PostgreSQL ~ TCP/IP THEfE L TUL\BIBIE%R SSL (C LB EES 1L
'lel((- L/a':g_o

EBEENLSHEEEL T~V D RO TIEEY —/ 0D dbredirector MSREY —/AAD

PostgreSQL ADEARDNTRELED X T,

Debian GNU/Linux 4.0 Etch @ PostgreSQL 8.1%&xJR & LF T,

Debian GNU/Linux 4.0 etch BEEA| TPV IS VYA L—ILFIEE 2 ROFIEICHKED
TAVAR=ILUIEEREEELTUVE T, IRIPPRLULAEUTOTPRLREREL
TULEIDT., ERFHMNZTLIESE U,

- EFH—/DOIP7RL X 192.168.1.11
- EH—NOIP7RLUZ 192.168.1.12
EY—NOEEEFTENZENLUTOEEBETRLTVE T,

EH—/1(192.168.1.11) TOAEZE

PEYT—/1(192.168.1.12) TOAEE
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CCHhSDIFEE sudo NMEARATER I —HTEITINBICEEZFIRICLTUVE D, sudo
BICENNB/IXAT—REEKRLTUVEINDT. MEFEHND/ART—READLTLES
Lo

PostgreSQL MBREXEE

UE—RYIUNSEEINDS (RET—/Y 192.168.1.12 ?)PostgreSQL DHRFEEZTELF
9,

/etc/postgresql/8.1/main/postgresql.conf ZZXFEL F T,

Debian GNU/Linux 4.0 etch HEERAL TRV I AL VA R—=ILFIBEE 2RICHED TL
NEEEFHLETFTI,

# gedit /etc/postgresql/8.1/main/postgresql.conf

#listen_addresses = 'localhost'’

l

listen_addresses = '*'

SS5CSSLABEMTHE I CEZRRBLE T,

ssl = true

MITTT VX R—ILFIEECHE > TEMEE LI B (host) & SSL x3/5(hostss1) (CEE
LEI,

# gedit /etc/postgresql/8.1/main/pg_hba.conf

# TYPE DATABASE USER CIDR-ADDRESS METHOD
host orca orca 192.168.1.11/32 password
!

hostssl orca orca 192.168.1.11/32 password

hostssl (CEE T B EZT(CSSL LD Y E— R EHEO LI Y L —H% D TUOEUVHVEEER
x99,
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SEEAEORE

PostgreSQL @ SSL ##tx 9 Bcd(ClF. LITOY—NT 71 ILeFERLE T,

7Tl N
server.crt H— \SFERZE
server.key H— N\
root.crt CASEBRE (O S 77V +EEBREDMREER)
root.crl eSS NIZSFBRZEY 2 ~

H—NRE(ELWI—/N\ThadEEIEREI(CKDIREE ) TlE. server.crt &
server.key WHWETY, SSLXTIST Blesh(cld. BERCHD2DZHAEBELZTT,

DSAPVRRE(DSA7 Y hE

root.crl (I EBELEZTOHFAELI T,

SEBRE D 7 1I)LIE $PGDATA/ (CELK LEMNHD X T,

EFRE(CK DRI I 3% &S, root.crt MLETY,

T 74 )UTId. /var/lib/postgresql/8.1/main/(CTEDFE T,

Debian /3w —3T(E. pg_createcluster ®EITLIzEEF(C. HONUVHERENEE

INncuEd,

$ sudo 1s -1 /var/lib/postgresql/8.1/main




-rW------- 1 postgres postgres 4 Oct 18 2007 PG_VERSION

drwx------ 6 postgres postgres 4696 Jun 16 10:17 base

a2 T ae Ve e Tie VEe T e e Ve v Ee e g H% e e e e et Ee Ve et e T e S e S e T et e Ve T e Ea S e VEe Ve T Ee Ve ¥
lrwxrwxrwx 1 root root 31 Aug 6 13:31 root.crt -> /etc/postgresql-common/root.crt

lrwxrwxrwx 1 root root 36 Aug 6 13:31 server.crt -> /etc/ssl/certs/ssl-cert-snakeoil.pem

lrwxrwxrwx 1 root root 38 Aug 6 13:31 server.key -> /etc/ssl/private/ssl-cert-snakeoil.key

/etc/postgresql-common/root.crt (FERBAMEHNTES=—T 77ILTI,

server.crt & server.key (EZMNE€H1/etc/postgresql-common/root.crt &
/etc/ssl/private/ssl-cert-snakeoil.key (CEAMBEHINTUVET,

RZE3I Nz server.crt, server.key [3BENHARRNFELS . Y —/\EERBAD R ~%&
M= TOWEVWEIEREREVD T, SEREEFRICFER LTI,

LI DERBATIE. =K% /etc/postgresql/8.1/main/ (CEBS
/var/lib/postgresql/8.1/main NI VRUw O U VD &ERB KL SICLE T,

SEBAEDERAEEVS DOH DI TN, OVYRSAUNSBCELIRASEERT
BRHAEETSAR—EABRY - I EERL TERI 3 AEZSRALE T,

PostgreSQL ADIFEHMNETH —/\HSRT—/\D 1 EOHFTHNIE. BECELIIFETE
BOLWI B AN, BEE PostgreSQL NEM T DX DSLHE(CE. D517 2 ~DMEEN CA
SFREZFEALTERSDTEH. T3AR—~ABEYV-ILZERLEANKIVUTL &5,

AVY RS YNS BCELERAEZAFNT SHE
CCTIFMMH TERAINS C CERIRIC B BRIPABEHFRL T,

F T /etc/postgresql/8.1/main/(CFBENL SEBAZMEZHEEER LT T,
$ cd /etc/postgresql/8.1/main/

$ sudo openssl genrsa -out server.key 1024




Password:

Generating RSA private key, 1024 bit long modulus
.......... +HHHHt

................... +HH+t

e is 65537 (0x10001)

BINHARERHD CECERREEER LTI, CCTIE 1096 BEHEELTE I,

$ sudo openssl req -new -key server.key -x509 -days 1096 -out server.crt

RITIBEXVE—IHETHEMNEEINDTEXTVEET,

EFEELNDIE TCommon Name] THMEIMS PHLERITBIEOHDRIARELMNIP PRLI%ZEA
NEIT(FY—/1H5 psql -h TRARE TP7IOTCIERKBIKISERIAREZTY),

CCTERIET—/NDT7RLX(192.168.1.12) Z AL TLE T,

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]: JP

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []: 192.168.1.12

Email Address []:




CNT server.key & server.crt WS 2DNT 71 ILHBMER S NF LT,
SEEAZEDHREICEA T EE L,

FSANR—~ CAEFEY—)L(jma-certtool) EEHT S /%

FTS5AR—F CABEY—ILOFRAZEES Z(C jma-certtool Z1 VA ~—JLL (A%ZA4E
LU TLTIEE L\, glserver-glclient TSSLEFERAT BZH(C (AEVERRLL THNIE. ZD
(AAMZEDFIIFEATETEI,

jma-certtool (FET—/NTEIBINSCEERELTLET,

X 9. PostgreSQL Y —/\HDEEREZER L E T,
jma-certtool ZFEENUSEBHE S THMRRINTUVDIRET THIR RV EDUVOL
9,

$ jma-certtool

SFBZEROFEEEEHNET I INT. JEYR—LAIT PostgreSQL H9FERNS 77O X
IBEOHDRARENIP PRLURAEANT T (FY—/AHS psql -h IR +EZ TPOE
2AEFKBELDHERIARELTY),
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K=HLUTHRELET I,

FIT, ASEPEEEIIXIR— L THEFT,
[BEE/R) 970U wH L TASERREEN T O RR—(PEM)] O U v O LE T,

HMA RS EEY -

FFPAILE V=T
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BT HAR(N) HIED)  FOsiF4(P)
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root.crt EVWS I 7 MILEZTCHRELTHEETET,

PostgreSQL T(& #pkecs NERFEZFDEIEITREHFERTETEVDT, ZRIDILENRHD X
9,

jma-certtool ZR T L. TORXKR—bSINZT71ILAHET LI RVICHKEILOVY
VRSAVNSHUTOIVYREANDLET,

$ sudo openssl pkcs12 -in 192-168-1-12.p12 -clcerts -nokeys -out server.crt
$ sudo openssl pkcs12 -in 192-168-1-12.p12 -nodes -nocerts -out server.key
LI ET server.crt & server.key EWS T 7T ILHMERR SN TUVE T,

TR U Tz D 192-168-1-12.p12 (FRLEHEVDTHIBLE T,

$ sudo rm 192-168-1-12.p12

server.crt & server.key Z{EHY —/1(192.168.1.12)D/etc/postgresql/8.1/main/
(COE—ULET, UBXEVUFZFERALTCIE-—LTEBLIEA.

CCTRP=AATULTHSHET—NNDR—LF LI KJIC—BOE-LZET,
$ sudo tar czf server.tar.gz server.crt server.key

$ scp server.tar.gz 192.168.1.12:~/

pEY—NICO5 1> L /etc/postgresql/8.1/main/ (CBRALF I,

$ sudo tar xzf ~/server.tar.gz -C /etc/postgresql/8.1/main

SEEREDHRE
postgres 1—H'THMHBD KL DIC L. #a2gE(d postgres I—HDHMFEHDLSIC/II—= W
VIAVEEBELE T,
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$ cd /etc/postgresql/8.1/main/

$ sudo chown postgres.postgres server.crt
$ sudo chown postgres.postgres server.key

$ sudo chmod 400 server.key

$ sudo chmod 444 server.crt

/var/lib/postgresql/8.1/main/ (CVRU WD VD EERDE T,

$ sudo 1n -sf /etc/postgresql/8.1/main/server.crt

\ /var/lib/postgresql/8.1/main/server.crt
$ sudo 1n -sf /etc/postgresql/8.1/main/server.key

\ /var/lib/postgresql/8.1/main/server.key

= \DIREDEF/NE SO TY -/ HFRENILT I,

$ sudo /etc/init.d/postgresql-8.1 restart

LIk T PostgreSQL MExENKRNDD I LTz,

PostgreSQL Y —/\MREE

FEY — /3D PostgreSQL M SSLAEFEDHEFT] UTTAREETHREEN TN TULIE I, psql (J SSL #2
BMNTEELD T, COITFET—NHSHKET—/AA psql TPHUTLRTEETT,

EFH—/3(192.168.1.11) DV Y YN ST

$ sudo su orca

$ psql -h 192.168.1.12 orca

N



Welcome to psql 8.1.13, the PostgreSQL interactive terminal.

Type: \copyright for distribution terms
\h for help with SQL commands
\? for help with psql commands
\g or terminate with semicolon to execute query

\g to quit

SSL connection (cipher: DHE-RSA-AES256-SHA, bits: 256)

orca=> \q
SSL connection & BT SSL CHEFEL CLIS CEMDMND I T,
EREU. COFTFTTIIY—/\DEFBREEMIEL TULVLLVKRETT,

DS54 TP RICAHAEI S D 7T7ILE 7 FIUT—23VICK>TEEDTITHL psql
libpq & LTz PO S Ls. MONTSUQI 0D SSL #2#% T $HOME/.postgresql MLLTD T 7
TILEFEARALTT,

J71)b AES

$HOME/ .postgresql/postgresql.crt DS EERE

$HOME/ . postgresql/postgresql.key DSa7 Y R
$HOME/.postgresql/root.crt CASEERZE (Y —/\SERZDREEAR)
$HOME/.postgresql/root.crl KIS NIEEREY X

H—/\MDIREEE T B(C(E.  $HOME/.postgresql/root.crt 7 7 71 ILEHELF I,
F 9 $HOME/.postgresql &E4ER L FE F s

$ sudo su orca # 9§ Clcorca - DHEEAE
$ mkdir /home/orca/.postgresql

root.crt x AZ I BHIC. BMERXRTUZDT, FFIEULHEVEIRZNHE &3 HE#H L
FKIEWCETERABLTHET,

Y —/\OIFBRETIEILVEEAZ % root.crt (COE—ULZE T,
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# FH—/3D ssl-cert-snakeoil.pem Z1E—

RS —NBMERALTLBEERETIFELDT. B> TL\ 3RS

$ cp /etc/ssl/certs/ssl-cert-snakeoil.pem /home/orca/.postgresql/root.crt
R — A~

$ psql -h 192.168.1.12

psql: SSL error: certificate verify failed

EHTHERIS—EEDET,
F—=NDEULLEVNEZ(CE FMINEVCEDHERTT I LIS

RICIEVVEEBREZ Y R L E T,

MAVYRSTUNSBCERIMRBEEFRT 3HEI TERURSEE. EY—/1D
/etc/postgresql/8.1/main/server.crt & FEH—/10/home/orca/.postgresql/root.crt
((::I to_ L/?I'_a_o

CCTClE scpEFE>TIE—LFET, USBXEVUEEFHLTCIOE-LTEEBLEEA.

$ scp 192.168.1.12:/etc/postgresql/8.1/main/server.crt
\ /home/orca/.postgresql/root.crt

TS5 R—k (AEEY—Ib(jma-certtoo ) &EFEAI 4% TERLUEHSIE. H5

NCHIDIR—KLTHULIE root.crt Z2aF—-0LUF9,

$ cp root.crt /home/orca/.postgresql/root.crt

EUVWVEEBRENT Y FENTUNEHEMERS L S(CED LT,

$ psql -h 192.168.1.12 orca
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Password for user orca:
Welcome to psql 8.1.13, the PostgreSQL interactive terminal.

Type: \copyright for distribution terms
\h for help with SQL commands
\? for help with psql commands
\g or terminate with semicolon to execute query
\q to quit

SSL connection (cipher: DHE-RSA-AES256-SHA, bits: 256)

orca=> \q

UETY—NERETY -/ NORENEFRKS L D(CEDE LT,

HLEOHE

FY—/\D/etc/jma-receipt/dbgroup.inc ZEFE L T dbredirector & SSL#Efw(C L E T,

T — NADEFHZE(C sslmode "require” & WLWVSTEEBEMLET,

$ sudo gedit /etc/jma-receipt/dbgroup.inc

db_group "log" {
priority 100;
type "PostgreSQL";
port "192.168.1.12";
name "orca";
user ‘"orca";
password "orcal23";
sslmode "require"; B o< =Y
file "/var/lib/jma-receipt/dbredirector/orca.log";

redirect_port "localhost";

PostgreSQL MERE L SIBAZEDERMERTUINIEL. CNTSSL THMSI NS L DICED
F9, ALY —/\Z=HREEHL TEMFaRRL T<IZT L\,
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$ sudo /etc/init.d/jma-receipt restart

D517 ~EREE
CNETOVEECTCHY—/\SERTIFELWT—N\THBICEEMRIEL. REFIF/IRT—R
REEZFHLTVWE T,

RECLDIISA TPV NRAEETDCEETRETT,

AVYRSA VNS BCERIRABZFFRI SHE
FY—NRICERIEFRL T T,

$ cd /home/orca/.postgresql

$ openssl genrsa -out postgresql.key 1024

$ openssl req -new -key postgresql.key -x509 -days 1096 -out postgresql.crt

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:

Email Address []:

D517 2 MIDSERZBE INFELATEBULIEA,

postgresql.key (IFZRLDT/I A —=Z v a3 VEBREULMDANS RIIEVWLSICLUE
ER

$ chmod 400 postgresql.key

postgresql.crt &Y —/ D root.crt (CIEMMULE T,
CCTEsepEFEALETT, TFETY—NHSHET—/IINT7rILEIE—-LET,

$ scp postgresql.crt 192.168.1.12:~/



SEFET—NAITEY—NHSOI—SN I 77 IVEFAEDHEICEY RLE T,

$ sudo cp ~/postgresql.crt /etc/postgresql/8.1/main/root.crt

$ sudo 1n -sf /etc/postgresql/8.1/main/root.crt
\ /var/lib/postgresql/8.1/main/root.crt

P E CEEBEDZERMEO X LTz, PostgreSQL MFEEENCIEA TLIZT L,

TSAAR— (AEFEY—)L(jma-certtoo)EFEHI I HE

jma-certtool TYERR 9 155 (3 CASEERZEZAFRR L CLBS DT, 1ERk L root.crt MO
S 7Y EEBREDKRIEICEFERTEET,

FH—/NCERE LTz /home/orca/.postgresql/root.crt J 7 1ILEHKET — /N scpFETO
E—LUHRELET,

FU—NHASET—NCIE-LFT,
$ scp root.crt /home/orca/.postgresql/root.crt 192.168.1.12:~/
WEY—I\T root.crt ®XBLZE I,

$ sudo cp root.crt /etc/postgresql/8.1/main/root.crt

$ sudo 1n -sf /etc/postgresql/8.1/main/root.crt

\ /var/lib/postgresql/8.1/main/root.crt

MITOHSA P REREERITLE I,

16



$ jma-certtool

F—NERASEFU L DICEHRBEREITLE T, Y—/NEFEVWIEYX—LEFI VY
DEINIELDT, BEERS L SELRIZEANDLET,

= EREEROEE E3

E# (5 1P |
MEFRE [ |
BT £ [ |
AL A () |lorca |
]
]
]
]

I E [
QEVR—AW@FA) [192.168.1.11

EA—LTRLA |

SYTLES [

b BT OREIE
#rLd) X h @ RSA ) DSA
SRy 1024 @ 2048 O 4096

FAZT AP C MD5 @) SHA1 ) SHA256

X%‘-ﬂftib{g}| | &P oK) }

[AlCLDERZ] BECERMRICADLEI,



= CAIL L BFES (%]

CABD/ART—K [+ |

o7z I l orca-server = l

IR QAR 1096 | B

21— [ |
X w20 | | &P ok(o) |

07 7 1)Ul orca-client (& glclient AL T, orca-server CRAL X9,
ER SN SY—/NEEBAELERICT O ZR—(PKCS #12)Z2 LT,

jma-certtool ZRT L. IORR—bSNET71ILOT LD RYUICKRELIVIR
SAUNSUTERITLET,
$ sudo openssl pkcs12 -in 192-168-1-11.p12 -clcerts -nokeys -out
\ /home/orca/.postgresql/postgresql.crt
$ sudo openssl pkcs12 -in 192-168-1-11.p12 -nodes -nocerts -out

\ /home/orca/.postgresql/postgresql.key

%D 192-168-1-11.p12 (EIXLEBEHNFLLVDTYIBRLF T,

$ sudo rm 192-168-1-11.p12
orca 1—HHERRICEE UM (IDANS R IEVNLSICLE T,

$ sudo chown orca.orca /home/orca/.postgresql/postgresql.crt
$ sudo chown orca.orca /home/orca/.postgresql/postgresql.key

$ chmod 400 postgresql.key

18



PostgreSQL DFEFCED
PEH—/ D PostgreSQL = H#2ENILF I,

$ sudo /etc/init.d/postgresql restart

FH—NDSHEHRLTHIT,

$ psql -U orca -h 192.168.1.12 orca

Password for user orca:
Welcome to psql 8.1.13, the PostgreSQL interactive terminal.

Type: \copyright for distribution terms
\h for help with SQL commands
\? for help with psql commands
\g or terminate with semicolon to execute query
\q to quit

SSL connection (cipher: DHE-RSA-AES256-SHA, bits: 256)

orca=> \q

B CEBLDICEDFE LT,

1Y A—ILFIEECIDERELTULERS, IIRT—REBIMINTIN
/var/lib/postgresql/8.1/main/root.crt M BREINLET—NICEDIST1 7V I
postgresql.crt & postgresql.key & WL\ T 7 1 IILHVK(FNIEIERERSVWKLSICED F
9,

SEBRETHRIEL TLBEH/IIRT—RHAREE VSHE(E pg_hba.conf T 71U
TEAYDREEE trust &ELFE T,

orca 1—H'® psql CHEHEERBSLSCHE>TUNE. BLETRZEDEFFEIS T 7Y
nb‘nE%ﬁFﬁt%%Cﬁj(LHDgg—
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